
CS 594: 1- Harms of Data

Abolfazl Asudeh
Fall 2020



● Course Page:

www.cs.uic.edu/~asudeh/teaching/cs594fall20/index.html

Link will be posted on Blackboard

● Resources:

○ Solon Barocas, Moritz Hardt, Arvind Narayanan. “Fairness in Machine Learning, 

Limitations and Opportunities” (book) – link available in the course page

○ Cathy O’Neil “Weapons of Math Destruction” (book)

http://www.cs.uic.edu/~asudeh/teaching/cs594fall20/index.html


Power of Data



Data
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Advanced 
Algorithms

Broad 
Acceptance



“We” have changed the world
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Why?

Bring good to 
human life and 

society
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Undeniable benefits

● Higher living standards

● Easier communication

● Boosted Scientific Advancements – Medicine

● Smart cities

● IoT

● Business Advancement

● New jobs

● …

● Smart Decision making (knowledge is power)



Harms of the Data

Demographic  Disparities



Truth:
We might have had good 
wills, but we screwed up
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Motivation

● Google Gorilla

● Nikon camera’s open eyes 

detection

● The face tracking feature of the HP 

web cams
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Weapons of Math Destruction

How does big data increase inequality and threaten democracy?

Cathy O' Neil



● Instances of WMD's in online advertising

● Instances of WMD's in predictive policing

● Instances of WMD's in job applications

● Workplace-related instances of WMD’s

● Instances of WMD's in credit

● Instances of WMD's in insurance

● Instances of WMD's in employee data usage

● Role of big data in politics

● Summary in course page



The machine learning loop



Recidivism Scores



Recidivism Scores

● Judges in many US jurisdictions consider scores based on the criminal 

record and background of individuals as guidance when sentencing or 

setting bail. 

● This is valuable as it can make the society safer!

● It has a significant impact on the life of individuals



Demographic Disparity



Northpointe Inc. Responses to “Machine Bias”

● Equal accuracy across different groups



US Court



Different Claims

● Propublica

● Northpoint

● US Court





Social Norms Matter



Train Dilemma



If you are a doctor?



Should we care?
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Of course, a full solution will also need 
non-technical things, including societal 

consensus, new laws and regulations, etc.
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What can we do?

● Can we have everything together?
○ Unfortunately NO!
○ I mean not perfectly…

● Consider societal impacts
○ Understand the problem/norms

○ Don’t design for the average user.

● Design tools to:
○ Identify/Audit
○ Resolve
○ Profile


